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DETAILED ACTION 

1. Claims 1-22 are pending and claims 10 and 21 are cancelled. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-3, 9, 11-14 and 20-22 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Lynn (5345508) (hereinafter Lynn) in view of Jaechul et al (Concrete 
Security Analysis of CTR-OFB and CTR-CFB Modes of Operation 2002) (hereinafter 
Jaechul) and further in view of Gligor et al (US 20020048364)( hereinafter Gligor). 

As per claim 1, Lynn discloses "An encryption apparatus, comprising: hold 
means for holding a part or all input data with a trigger signal and resetting the held data 
with a reset signal" as (column 5, lines 36-39, Fig 2 [22] , Cache holds data according to 
reset signal and column 5, lines 1-2, reset signal generated new sequence of data); 

"one or a plurality of counters that count up or count down the count values with 
a the trigger signal and reset the count values to predetermined values with the reset 
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signal" as (column 6, lines 5-7, counter is decrementing with each sequence processed 
and line 2, counter contents reaches zero); 

"a path that inputs a part or all the encrypted data that are output from the 
calculation means to the hold means" as (column 5, lines 12-15 the cipher text output 
information is transmitted to receiver through a channel); 

"signal generation means for generating the trigger signal and the rest signal 
supplied to the hold means and the one or plurality of counters according to a second 
predetermined rule and or at predetermined timing" as (column 6, lines 3-10, reset 
signal generates new IV according to counter that has been described as a plaintext 
data sequence counter according to a clock function). 

But Lynn fails to disclose "encryption means for reading the data held by the hold 
means and one or a plurality of the count values and for encrypting the data held by the 
hold means and one or a plurality of the count values of the one or plurality of counters"; 

"calculation means for calculating the output of the encryption means and input 
data that are input from the outside according to a first predetermined rule, encrypting 
the input data and outputting the encrypted data); 

However, Jaechul discloses "encryption means for reading the data held by the 
hold means and one or a plurality of the count values and for encrypting the data held 
by the hold means and one or a plurality of the count values of the one or plurality of 
counters" as (on page 109, lines 23-24, CTR-CFB, function [f] has hold data [Isb] 



Application/Control Number: 10/564,465 Page 4 

Art Unit: 2437 

concatenation with counter [any number of counter] and encrypting the held data with 
counter); 

"calculation means for calculating the output of the encryption means and input 
data that are input from the outside according to a first predetermined rule, encrypting 
the input data and outputting the encrypted data" as (on page 109, lines 23-24, Xi is 
inputed from outside to XORed with function [f] and on page 113, Fig 2, y1 is outputed 
to next hold means with incremented of counter); 

Lynn and Jaechul are analogous arts because they are same field of endeavor of 
the method of data encryption. 

Therefor, It would have been obvious to one of the ordinary skill in the art at the 
time of the invention was made to modify the teaching of Lynn by including the counter- 
cipher feedback mode that is taught by Jaechul because it would provide higher 
resistance against practical attacks. 

The combination of Lynn and Jaechul fail to disclose wherein the encryption 
means reads in parallel the data held by hold means, one or a plurality of the count 
values, and a key outputted by the signal generation means, and 

wherein the input data is sequentially inputted to the calculation means in a 
predetermined unit, and the data held by the hold means is reset in each predetermined 
unit so that data in a preceding unit of the input data is excluded from affecting 
encryption of a current unit of the input data. 
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However, Gligor discloses wherein the encryption means reads in parallel the 
data held by hold means, one or a plurality of the count values ( Fig. 9, numeral 53 
reads x1 data and r01 counter in parallel ), and a key outputted by the signal 
generation means ( Fig 9, K is outputted by signal ), and 

wherein the input data is sequentially inputted to the calculation means in a 
predetermined unit (Fig 9, data x1...x4, x5-x8, x7- x12 are sequentially inputted into 
numeral 53 of plaintext segment 1, segment 2, and segment 3 respectively, each 
segment is a predetermined unit of data ), and the data held by the hold means is 
reset in each predetermined unit so that data in a preceding unit of the input data is 
excluded from affecting encryption of a current unit of the input data ( Fig 9, data can be 
reset in numeral 27 of each plaintext segment by initializing x for new data, wherein 
each segment will not be affecting encryption of next new segments of data ). 

Therefor, It would have been obvious to one of the ordinary skill in the art at the 
time of the invention was made to modify the teaching of Lynn in view of Jaechul by 
including a parallel block encryption that is taught by Gligor because it would provide 
both data confidentiality and integrity with a single cryptographic primitive and a single 
processing pass over the input plaintext. 

As per claim 2, Lynn in view Jaechul in view of Gligor disclose "wherein a fixed 
value is input to the encryption means" as (Jaechul, on page 109, lines 20-25, fixed 
value (Isb [yi-1]) is inputed into encryption function), and "wherein the encryption means 
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encrypts the fixed value, the data held by the hold means, and the one or plurality of 
count values" as (Jaechul, on page 113, Fig 2, encrypt hold value v-bit and counter+2). 

As per claim 3, Lynn in view of Jaechul in view of Gligor disclose "Wherein the 
reset signal that resets the data held by the hold means is supplied to the hold means at 
timing in synchronization with the reset signal supplied to at least one of the one or 
plurality of counters" as ( Lynn, column 5, lined 1-5, reset signal that a new sequence is 
to be generated for cache [22] and column 6, lines 5-10, counter[21] has been 
described with respect to Fig 2 as a plaintext data [32] sequence counter). 

As per claim 9, this claim is directed to an encryption method and contains 
limitations that are substantially similar to those recited in claim 1 above, and 
accordingly is rejected for similar reasons. 

As per claim 11, this claim is directed to a record medium and contains 
limitations that are substantially similar to those recited in claim 1 above, and 
accordingly is rejected for similar reasons. 

As per claim 12, Lynn discloses "A decryption apparatus that decrypts 
encrypted data encrypted by an encryption apparatus" as (column 6, lines 30-35 and 
Fig 3, receiver decode the ciphertext to plaintext), the decryption apparatus comprising: 

hold means for holding a part or all input data with a trigger signal and resetting 
the held data with a reset signal" as (column 5, lines 36-39, Fig 2 [22] , Cache holds 
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data according to reset signal and column 5, lines 1-2, reset signal generated new 
sequence of data); 

"one or a plurality of counters that count up or count down the count values with 
a the trigger signal and reset the count values to predetermined values with the reset 
signal" as (column 6, lines 5-7, counter is decrementing with each sequence processed 
and line 2, counter contents reaches zero); 

"a path that inputs a part or all the encrypted data that are output from the 
calculation means to the hold means" as (column 5, lines 12-15 the cipher text output 
information is transmitted to receiver through a channel); 

"signal generation means for generating the trigger signal and the rest signal 
supplied to the hold means and the one or plurality of counters according to a second 
predetermined rule and or at predetermined timing" as (column 6, lines 3-10, reset 
signal generates new IV according to counter that has been described as a plaintext 
data sequence counter according to a clock function). 

But Lynn fails to disclose "encryption means for reading the data held by the hold 
means and one or a plurality of the count values and for encrypting the data held by the 
hold means and one or a plurality of the count values of the one or plurality of counters"; 

"calculation means for calculating the output of the encryption means and input 
data that are input from the outside according to a first predetermined rule, encrypting 
the input data and outputting the encrypted data); 
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However, Jaechul discloses "encryption means for reading the data held by the 
hold means and one or a plurality of the count values and for encrypting the data held 
by the hold means and one or a plurality of the count values of the one or plurality of 
counters" as (on page 109, lines 23-24, CTR-CFB, function [f] has hold data [Isb] 
concatenation with counter [any number of counter] and encrypting the held data with 
counter); 

"calculation means for calculating the output of the encryption means and input 
data that are input from the outside according to a first predetermined rule, encrypting 
the input data and outputting the encrypted data" as (on page 109, lines 23-24, Xi is 
inputed from outside to XORed with function [fj and on page 113, Fig 2, y1 is outputed 
to next hold means with incremented of counter); 

Lynn and Jaechul are analogous arts because they are same field of endeavor of 
the method of data encryption. 

Therefor, It would have been obvious to one of the ordinary skill in the art at the 
time of the invention was made to modify the teaching of Lynn by including counter- 
cipher feedback mode that taught by Jaechul because it would provide higher 
resistance against any attack in computer security system. 

the combination of Lynn and Jaechul fail to disclose wherein the encryption 
means reads in parallel the data held by hold means, one or a plurality of the count 
values, and a key outputted by the signal generation means, and 



Application/Control Number: 10/564,465 Page 9 

Art Unit: 2437 

wherein the input data is sequentially inputted to the calculation means in a 
predetermined unit, and the data held by the hold means is reset in each predetermined 
unit so that data in a preceding unit of the input data is excluded from affecting 
encryption of a current unit of the input data. 

However, Gligor discloses wherein the encryption means reads in parallel the 
data held by hold means, one or a plurality of the count values ( Fig. 9, numeral 53 
reads x1 data and r01 counter in parallel ), and a key outputted by the signal 
generation means ( Fig 9, K is outputted by signal ), and 

wherein the input data is sequentially inputted to the calculation means in a 
predetermined unit (Fig 9, data x1...x4, x5-x8, x7- x12 are sequentially inputted into 
numeral 53 of plaintext segment 1, segment 2, and segment 3 respectively, each 
segment is a predetermined unit of data ), and the data held by the hold means is 
reset in each predetermined unit so that data in a preceding unit of the input data is 
excluded from affecting encryption of a current unit of the input data ( Fig 9, data can be 
reset in numeral 27 of each plaintext segment by initializing x for new data, wherein 
each segment will not be affecting encryption of next new segments of data ). 

Therefor, It would have been obvious to one of the ordinary skill in the art at the 
time of the invention was made to modify the teaching of Lynn in view of Jaechul by 
including a parallel block encryption that is taught by Gligor because it would provide 
both data confidentiality and integrity with a single cryptographic primitive and a single 
processing pass over the input plaintext. 
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As per claim 13, Lynn in view Jaechul disclose "wherein a fixed value is input to 
the encryption means" as (Jaechul, on page 109, lines 20-25, fixed value (Isb [yi-1]) is 
inputed into encryption function), and "wherein the encryption means encrypts the fixed 
value, the data held by the hold means, and the one or plurality of count values" as 
(Jaechul, on page 113, Fig 2, encrypt hold value v-bit and counter+2). 

As per claim 14, Lynn in view of Jaechul discloses "Wherein the reset signal 
that resets the data held by the hold means is supplied to the hold means at timing in 
synchronization with the reset signal supplied to at least one of the one or plurality of 
counters" as ( Lynn, column 5, lined 1-5, reset signal that a new sequence is to be 
generated for cache [22] and column 6, lines 5-10, counter[21] has been described 
with respect to Fig 2 as a plaintext data [32] sequence counter). 

As per claim 20, this claim is directed to a decryption method and contains 
limitations that are substantially similar to those recited in claim 12 above, and 
accordingly is rejected for similar reasons. 

As per claim 22, this claim is directed to a record medium and contains 
limitations that are substantially similar to those recited in claim 20 above, and 
accordingly is rejected for similar reasons. 
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4. Claims 4-5 and 1 5-1 6 are rejected under 35 U.S.C. 1 03(a) as being unpatentable 
over Lynn (5345508) (hereinafter Lynn) in view of Jaechul et al (Concrete Security 
Analysis of CTR-OFB and CTR-CFB Modes of Operation 2002) (hereinafter Jaechul) 
and further in view of Tehranchi (Patent No: 7242772 B1) (hereinafter Tehranchi). 

As per claim 4, Lynn in view of Jaechul disclose all the limitations as set forth 
above; Lynn in view of Jaechul fails to disclose "wherein the input data are picture data, 
and wherein the reset signal that resets the hold means is in synchronization with the 
picture data". 

However, Tehranchi discloses "wherein the input data are picture data" as 
(column 1, lines 58-64, motion picture data for encrypted, and "wherein the reset signal 
that resets the hold means is in synchronization with the picture data" as (column 3, 
lines 16-19, synchronize key to the data, where key is generated by reset signal for 
each new sequence of picture data). 

Lynn in view of Jaechul and Tehranchi are analogous arts because they are the 
same field of endeavor of apparatus of encryption of data stream. 

Therefore, It would have been obvious to one of the ordinary skill in the art at the 
time of the invention was made to modify the teaching of Lynn in view of Jaechul by 
including a picture data instead of plaintext that taught by Tehranchi in order to prevent 
the data piracy of digital motion pictures ( column 1, line 25-28). 
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As per claim 5, Tehranchi discloses "wherein the reset signal that resets the 
hold means is in synchronization with each line of the picture data" as (column 5, lines 
26-29, encryption key assigned to each said single data block and a block 
synchronization index indicating a correspondence between said encryption key [ Lynn 
discloses in Fig 2, reset signal with key[12] ] and said single data block ). 

As per claim 15, this claim is directed to a decryption apparatus and contains 
limitations that are substantially similar to those recited in claim 4 above, and 
accordingly is rejected for similar reasons. 

As per claim 16, this claim is directed to a decryption apparatus and contains 
limitations that are substantially similar to those recited in claim 5 above, and 
accordingly is rejected for similar reasons. 

5. Claims 6-8 and 1 7-1 9 are rejected under 35 U.S.C. 1 03(a) as being unpatentable 
over Lynn (5345508) (hereinafter Lynn) in view of Jaechul et al (Concrete Security 
Analysis of CTR-OFB and CTR-CFB Modes of Operation 2002) (hereinafter Jaechul) 
and further in view of Hosford (5966450 B1) (hereinafter Hosford). 

As per claim 6, Lynn in view of Jaechul disclose all the limitations as set forth 
above; Lynn in view of Jaechul fail to disclose "wherein the input data are picture data 
and wherein the reset signal that resets at least one of the one or plurality of counters is 
in synchronization with the picture data". 
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However, Hosford discloses "wherein the input data are picture data" as (column 
2, lines 61-63, frames of data are inputed for encryption) and "wherein the reset signal 
that resets at least one of the one or plurality of counters is in synchronization with the 
picture data" as (Column 3, lines 51-55, resetting the frame counter that is transmitted 
with frame ). 

Lynn in view of Jaechul and Hosford are analogous arts because they are the 
same field of endeavor of apparatus of encryption of data stream. 

Therefore, It would have been obvious to one of the ordinary skill in the art at the 
time of the invention was made to modify the teaching of Lynn in view of Jaechul by 
including resetting the frame counter that taught by Hosford because it would improved 
unauthorized decryption. 

As per claim 7, Hosford discloses "wherein the reset signal that resets at least 
one of the one or plurality of counters is in synchronization with each frame of the 
picture data" as ( column 3, line 51-55, resetting the frame counter comprises setting 
the frame counter to the stored initial value and frame counter is synchronization with 
each other). 

As per claim 8, Hosford discloses " wherein the reset signal that resets at least 
one of the one or plurality of counters is in synchronization with each line of the picture 
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data" as ( column 3, line 3-5, frame on a bit-by bit basis to produce en encrypted 
frame). 

As per claim 17, this claim is directed to a decryption apparatus and contains 
limitations that are substantially similar to those recited in claim 6 above, and 
accordingly is rejected for similar reasons. 

As per claim 18, this claim is directed to a record medium and contains 
limitations that are substantially similar to those recited in claim 7 above, and 
accordingly is rejected for similar reasons. 

As per claim 19, this claim is directed to a record medium and contains 
limitations that are substantially similar to those recited in claim 8 above, and 
accordingly is rejected for similar reasons. 



Examiner Notes 

6. Examiner cites particular columns and line numbers in the references as applied 
to the claims below for the convenience of the applicant. Although the specified citations 
are representative of the teachings in the art and are applied to the specific limitations 
within the individual claim, other passages and figures may apply as well. It is 
respectfully requested that, in preparing responses, the applicant fully consider the 
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references in entirety as potentially teaching all or part of the claimed invention, as well 
as the context of the passage as taught by the prior art or disclosed by the examiner. 



Conclusion 

7. The following prior art made of record and not relied upon is cited to establish the 
level of skill in the applicant's art and those arts considered reasonably pertinent to 
applicant's disclosure. See MPEP 707.05(c). 

8. The following reference teaches execution of trial data. 
US 20020048364 



9. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Abu Sholeman whose telephone number is (571)270- 
7314. The examiner can normally be reached on Monday through Thursday 7:30 AM - 
5:00 PM EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571)272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

June 28, 2009 Abu Sholeman 

Examiner 
Art unit 2437 



/Emmanuel L. Moise/ 
Supervisory Patent Examiner, Art 
Unit 2437 



